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Results :
B Find eviction sets in O(n) compared to previous O(n?)
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Background, Problem & Goal
Cache Architecture
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L3 Cache (LLC) Architecture
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演示者
演示文稿备注
i7 4790 L3 Cache由2048个cache set组成，每个缓存组又分为4个slice，每个slice由16个缓存行组成，因此缓存关联度为16，缓存总容量为：
64×16×4×2048=8MiB

https://bbs.pediy.com/thread-256190.htm
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IXiZ4E Eviction Sets

CACHE
Find addresses that collide in cache: i.e. SLICEO
addresses mapped into the same cache set ]
sets
SLICE 1
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Jing Li et al. 18X Review: Theory and Practice of Finding Eviction Sets Jun. 1, 2021 7/80



Background, Problem & Goal  Key Ideas  Mechanisms  Novelty ~ Results  Pros & Cons  Discussion

IXIZZE Eviction Sets (Cont.)

CACHE
Find addresses that collide in cache: i.e. SLICEO
addresses mapped into the same cache set H
sets
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IXiZ£E Eviction Sets (Cont.)

Pros & Cons

Discussion

CACHE

Find addresses that collide in cache: i.e.
addresses mapped into the same cache set

Find associativity many colliding addresses:
l.e. an evictionset
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演示者
演示文稿备注
地址address被映射到某个set的某个slice，如果能够找到其他16个映射到相同slice的物理地址，使用适当的遍历策略访问这16个地址就可以将address驱逐出整个缓存，这种方法可以达到与clflush指令的相同效果，我们将这16个地址组成的集合称为最小驱逐集（Eviction Set）。
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Recap: evict-base Attack

Efficient attacks require small eviction sets

PrlmeProbe Rowhammer

freegifmaker.me

NOT academic stunt AGAIN
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Problem (Cont.)

Key Ideas

Mechanisms Novelty

Results

Pros & Cons

Discussion

{ In some scenarios, even unknown virtual address J

USER PROCESS

PHYSICAL MEMORY

<script>
var foo = new Uint32Array (N) ;
foo[l2];

</script>

‘7

text

heap

stack

low

high

NI

array indices) that collide in cache.

MMU

CACHE

Jing Li et al. 18X Review: Theory and Practice of Finding Eviction Sets

SLICEO

AyAizeosse

sets

SLICE1

AyiaizeDosse

sets

Find associativity many elements (e.g. JS

Jun. 1, 2021

13/80



Background, Problem & Goal Key Ideas  Mechanisms Novelty Results Pros & Cons  Discussion
Goal
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Goal (Cont.)
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Goal (Cont.)
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Background, Problem & Goal Key Ideas = Mechanisms Novelty Results Pros & Cons  Discussion
Finding minimal eviction sets

/Find a large eviction set for an address V: \

- Pick "enough” addresses at random

O
-an av

- Timing test: av aO 81 .

"

Reduce initial large eviction set into its minimal core
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Background, Problem & Goal Key Ideas ~ Mechanisms Novelty Results Pros & Cons  Discussion

.77 7% Baseline algorithm

Algorithm 1 Baseline Reduction

In: S=candidate set, r=victim address
Out: F=minimal eviction set for v

R {}
while || < a do
e +— pick(S)
if ~TEST(RU (S {¢}). x) then
R+ RU{c}
end if
S« 5% {c}
end while
: return [t

L e T L o e T

A ER— IRt E S STEASEG N, SOl DU XM L3 CacheH IRZEE
AER/NREE, BHIMSTEEFEEMIe, MK ES-{C} R B EEEXMEFZ R R
HiE, RS-{CIARBERIF R R HEcFIxAE T B —slice, FBAEW LK EESRT

, WRS-{cHMIEERFNRTcREZEN, EEEFE | SEIENE2NKHUES-{c)

EANEEXMNEFRRIFER (F417) FSEBESGRFNMXBIULAES, EARF

#HEE MR, WL ARARTTEIR, BEZIRAITTENEEFTL3 CachefIxEEa, F*onlb

RFMSHER T &/NKEE,

Jing Li et al. i&3ZReview: Theory and Practice of Finding Eviction Sets Jun. 1, 2021 21/80



Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

Start with large enough eviction set
S of size N

‘ —
[ |
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Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

Pick candidate element C, and

Test if remaining set TEST(S{C})is
still an eviction set

‘ —
[ )
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Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

If TEST(S\{C}) = True, discardC

N’
[ ] ‘ 7
S:
X
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Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

and continue with N’=N-1

‘ —
[ )
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Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

We repeat this process several

times
NI
| 1 | 7
S:
Vv‘
X
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.77 1% Baseline algorithm (Cont.)

We repeat this process several

times
NI
| ‘ | 7
S:
Vv‘
X
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.77 1% Baseline algorithm (Cont.)

We repeat this process several

times
NI
| A | 7
S:
Vv‘
X
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Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

We repeat this process several

times
NI
| ‘ | 7
S:
Vv‘
X
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Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

Until we find an element C such
that when removed the remaining
set stops being an eviction set:

TEST(S{C}) = False

‘ —
[ )
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Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

We learn that C is part of the
minimal core

1 —
[ \
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Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

We keep track of it, and insert it
againin S

‘ —
[ \
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Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

We repeat this process several
times

‘ —
[ )

3

N
Y S

b

Jing Li et al. 18X Review: Theory and Practice of Finding Eviction Sets Jun. 1, 2021 33/80



Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

We repeat this process several
times

1 —
[ |

3

N
Y S

b
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.77 1% Baseline algorithm (Cont.)

We repeat this process several
times

1 —
[ |
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Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

We repeat this process several
times

‘ —
[ |
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Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

We repeat this process several
times

‘ —
[ |
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Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

We repeat this process several
times

‘ —
[ \

Jing Li et al. 183X Review: Theory and Practice of Finding Eviction Sets Jun. 1, 2021 38/80



Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

We repeat this process several
times

1 —
[ \

3

N
Y S

b
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Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

We repeat this process several
times

‘ —
[ )

3

N
Y S

b
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Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

We repeat this process several
times

NI
A 7
[ |

3

N
Y S

b
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Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

We repeat this process several
times

1 —
[ \
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Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

Until we have identified
ASSOCIATIVITY many elements
representing the eviction set’s core!

A —

ASSOCIATIVITY
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Background, Problem & Goal Key Ideas ~ Mechanisms _
.77 1% Baseline algorithm (Cont.)

O(N?) memory accesses

ASSOCIATIVITY
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Threshold Group Testing

[
® .. ® e (10 individual tests)
{Grouptesting problem by Robert Dorfman (1943) J o ® ®e
Blood
samples
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Background, Problem & Goal Key Ideas ~ Mechanisms Novelty Results Pros & Cons  Discussion
Threshold Group Testing (Cont.)

(4 group tests +
{Group testing problem by Robert Dorfman (1943) J 3 individual tests )

Blood

f \ samples

Generalization by Peter Damaschke (2006):

- Positive test only if at least “u” defectives
- Negative test only if at most “I" defectives
- Random otherwise

N /
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Threshold Group Testing (Cont.)

pyup tests +
idual tests)

a

Generalization by Peteml
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Group-testing algorithm

Start with large enough eviction set
S of size N

‘ —
[ |

Jing Li et al. 18X Review: Theory and Practice of Finding Eviction Sets Jun. 1, 2021 48/80



Background, Problem & Goal  Key Ideas  Mechanisms | Novelty " Results Pros & Cons  Discussion

Group-testing algorithm (Cont.)

Split S inASSOCIATIVITY +1
subsets

‘ —
[ |
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Background, Problem & Goal  Key Ideas  Mechanisms | Novelty " Results Pros & Cons  Discussion

Group-testing algorithm (Cont.)

In the worst case, there exists a
union of ASSOCIATIVITY subsets
being an eviction set

‘ —
[ |
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Group-testing algorithm (Cont.)

We can discard
N/(ASSOCIATIVITY+1) elements
per iteration

‘ —
[ |
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Group-testing algorithm (Cont.)

We repeat this process until we
have ASSOCIATIVITY many
elements

1 —
[ |
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Group-testing algorithm (Cont.)

We repeat this process until we
have ASSOCIATIVITY many
elements

1 —
[ |
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Group-testing algorithm (Cont.)

We repeat this process until we
have ASSOCIATIVITY many
elements

‘ —
[ \
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Group-testing algorithm (Cont.)

We repeat this process until we
have ASSOCIATIVITY many
elements

‘ —
[ \
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Group-testing algorithm (Cont.)

We repeat this process until we
have ASSOCIATIVITY many
elements

1 —
[ )
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Group-testing algorithm (Cont.)

We repeat this process until we
have ASSOCIATIVITY many
elements

1 —
[ )
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Group-testing algorithm (Cont.)

We repeat this process until we
have ASSOCIATIVITY many
elements

‘ —
[ 1
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Group-testing algorithm (Cont.)

We repeat this process until we
have ASSOCIATIVITY many
elements

‘ —
[ 1
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Group-testing algorithm (Cont.)

We repeat this process until we
have ASSOCIATIVITY many
elements

1 —
[ 1
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Group-testing algorithm (Cont.)

We repeat this process until we
have ASSOCIATIVITY many
elements

1 —
[ 1
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Group-testing algorithm (Cont.)

We repeat this process until we
have ASSOCIATIVITY many
elements

N ——
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Group-testing algorithm (Cont.)

We repeat this process until we
have ASSOCIATIVITY many
elements

N ——
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Group-testing algorithm (Cont.)

We repeat this process until we
have ASSOCIATIVITY many
elements

N ——
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Group-testing algorithm (Cont.)

We repeat this process until we
have ASSOCIATIVITY many
elements

o =
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Group-testing algorithm (Cont.)

We find our minimal eviction set!

ASSOCIATIVITY

l —
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Group-testing algorithm (Cont.)

O(N) mem accesses

ASSOCIATIVITY
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Performance Evaluation
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(1) FHF/Ri5-6500 4 X 3.20 GHz (Skylake), 16gb RAM, 6mb LLC
8192 128K LEA74E,
(2) Th:/Ri7-4790 8 x 3.60GHz GHz (Haswell), S8gb[fJRAM, F18mb

LLCE8192 16M&ZEL74E,
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Performance Evaluation Experiments on Skylake i5-6500 with 6MB cache (8192 sets x 12 assoc)
4 Group J Baseline [l Tries until eviction set
4004 Huge pages (y=10) A los
A i
200{ | k= = 0.2
A AT
| A — 0.1
. A A
/TOO|(C/X86)Z \ ol B 4 4 4 4 % 2 4 4 4 A A A A AAAAA |,
. 200 250 300 350 00
https://github.com/cgvwzg/evsets 0 T T ° 0
3 300 4K pages (v=0) >
O(n) vs. O(n?) advantage shows up in ® gl T — st : 46 o
practice! 8 i -y RTI:
S 1001 Jg Y L 5 &
E A fﬁﬁﬁ‘&ﬁm =
. 0 A EEE A gé&%'ﬁ%‘%:fAAAA{AAAA{AAAA%AAAA% 0
Finding minimal eviction sets is Z 500 1000 1500 2000 2500 3000 3500 4000
practical without knowledge on any bits —~ e o

of the setindex! 6004 1500
K 400+ 8 J - 1000

2004 B — L 500
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5

A A A A A

. r - +—-0
50000 60000 70000 80000

Set size

30000 40000

Y-right (lines): Average running time for eviction set reduction
Y-left (columns): Cost of finding an initial eviction set of certain size
X: Eviction set size in number of addresses
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https://github.com/cgvwzq/evsets

Background, Problem & Goal Key Ideas  Mechanisms Novelty Results _

Robustness Evaluation Experiments on Skylake i5-6500 with 6MB cache (8192 sets x 12 assoc)

Modern replacement policies break our test assumption and introduce errors.

Skylake - stride=4KB

1.0 1 BN Eviction
EEE Reduction
0.8 - '
@ 0.6 -
0.4 -
0.2 1
0.0 -
0 33 132 165 264 297 396 429 528 561 660 693 792 825 924 957
Set Offset

X: Cache set offset (each points aggregates all slices)
Y: Average success rate for

Green: reduction rate w/o error correcting mechanisms. Vellow: Test ratereliability
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Background, Problem & Goal Key Ideas Mechanisms Novelty Results Pros & Cons = Discussion
Strength

B Systematic study of the problem of finding eviction sets
B Find eviction sets in O(n) compared to previous O(n2)

B Rechability and performance evaluation of algorithms in
real hardware

Simple, novel mechanism to solve an important problem
Eftective and low hardware overhead

WERRFSE , THEFeD
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Weakness
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Group Testing against Covid-19

AT ZBCOVID-192 KT, EFHREZNXUIFERN .

2020FE7H, HE=KCovid-19RBEREHEBN, FLTREWNFTERLNENRSE

FR2ZAMNE, AMENNERESRKANHEREXHF4,000£5000MeM. AT HE

HEHERENZHTRSEANE, RNEEFEABFARNITE. AXFNERES
 HEARTRBARITNN . MRENHXEFA R EERY AR, WieNERIETR

M. MRFHAREDF—IFARZMEM, WIZEFHIERARAEM.

PR ERABREERATHMENISZER, XHMHREBE—T9RMN .
A—NHHE, HHEPERARYE/NE—THA D RHAMNE N s,
BEMABRNNZBMAHNIXNEE.
EHHERRENIEE B —PRIRARANRAER  NIXERE o8 E 50,

Source: IMMC 2021 4EFEAZ (FAER)
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#Z= A2 ) Bt TAE
B BRI T I

Algorithm 2: Prune with split: prune_split(C,x,w, /)

Input: C, candidate set; x, target address; w, number of ways; /, split
parameter.
Output: Minimal eviction set for x.
1 function prune_split(C,x,w,[)

2 while |C| > w do

3 {G1,...,Gy} « split (C,I) ——nblocks (TTEITITEITTTETD

4 foreach G in {Gi.....G;} do l \ \\

5 if test (C'\ G,x) then w+lgroups (IO N1 (OIB OOID EID
6 | C«C\G l l l l

7 end

remove 1 group (D O OTW mT

8 end l / /

9 end

" - — nw/(w+1) blocks
11 end

{5 IR YRR SR F 1 B A1 BT (8 E 2 MO(N2)FERE] T O(WN).

P. Vila, B. Kopf, J. F. Morales. Theory and Practice of Finding Eviction Sets. S&P’19, 39-54.
W. Song, P. Liu. Dynamically finding minimal eviction sets can be quicker than you think for side-
channel attacks against the LLC. RAID’19, 427-442.
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Problem :
B 3 IRZFER microarchitectural IEHEAZ IO
> ENSESEEE. BER. TRHEFRKR

Key ldea :
ol i 2 LRl

Mechanisms :

m S5 , EMHSEE | BUIREHBERAEEZECH TRKRIARIR
ZEE |, MIRENE , BN HERE,

Results :
B Find eviction sets in O(n) compared to previous O(n?)

B ERRAYSEIE&IERR

REAHALTTIE IE
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